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Some events

2013 - virtual spying operation directly impacted 75 US airports

2013 – the passport control systems at the departure terminals in Istanbul Atatürk and Sabiha
Gökçen airports were shut down 

2014 - AAI enterprise resource planning system hacked – loss of 
personnel data

2015 - LOT Polish Airline – operations disrupted by attack to its flight planning 
systems

2016 - Vietnam Airlines and Hanoi and Ho Chi Min City airports –
400,000 passengers data vulnerable



Some events

2017 - LATAM Airlines – data encrypted by WannaCry and Ukraine’s 
airport Boryspil lost access to its systems by NotPetya

2018 – Bristol Airport - malware









The attack surface
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Source: Airbus, ACI, ATAG, EUROCONTROL, IATA, ICAO

https://www.google.com/maps/d/embed?mid=1ptVIma0CZqoPiN-zsomzbRVQDRS7BXGk&ll=29.637409593207234,-27.987682800088265&z=3




DIGITAL IDENTITY
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• Facilitates trusted exchanges 

between aviation stakeholders 

through technical 

requirements, procedures for 

operations along with oversight 

for digital identity and 

connectivity.
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Why?
• International aviation is a global industry that 

needs global solutions

– Lack of global alignment results in divergence 

of policies and technology usage and will 

result in higher operational costs to all 

members of the aviation community with 

possibility to impact also the agreed levels of 

safety.
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THANK YOU!


